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Windows OS High Level Architecture
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Windows as dev platform: The old way

* Win32
* MFC
* COM
* DCOM



Windows as dev platform: Nowadays

* .Net Framework
e Open Standards
* Open Protocols
* Web Services



Windows as dev platform:
Subsystem for UNIX-based Applications (SUA)

* Source-compatibility subsystem for compiling and running custom
UNIX-based applications

* Multi-user UNIX environment on Windows

* It offers true UNIX-based functionality without any emulation
* You cannot cross subsystems SUA vs NT/Win32

* Command line only (No X applications)

“*There is also an open source (GPL) project “Cygwin” that provides unix-like
environment for Windows. SUA and Cygwin are based on different architecture.



Windows Security Model



Accounts and Security
Principals



Accounts

 What does Account mean?
* What about computer accounts....

 Why we need accounts?
* Everyday we use various services to do our job or to enjoy.

* How we protect our accounts?
* Usually we use username and password



Authentication and Authorization
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Security Account Manager

n EN-|

Home Share View v e

@ * 4 | « System32 » config v | ¢ | Searchcon.. P

| Journal | RegBack

| systemprofile | TxR
BCD-Template COMPONENTS
COMPOMENTS.LOG DEFAULT
DEFAULT.LOG DRIVERS
FP netlogon.ftl
SAM SECURITY
SECURITY.LOG SOFTWARE
SOFTWARE.LOG SYSTEM
SYSTEM.LOG

19items  1item selected 256 KB  State: & Shared

 Aregistry hive that
stores:

* User accounts
* Groups
 Security information

* Accessible only by
system processes
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Active Directory Domain Service

Stores accounts (User +
Computer) information in
a central database

Organizes various objects
into a hierarchical tree

Provides information for
network resources

Enforces security polices
Audit
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Workgroup

User  Pass Workgroup

John P@sswOrd 123456

* Each computer has local SAM database
e Suitable for small networks 2-10 computers
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Domain

User Pass

e Accounts are stored in a central database
* More secure

* More Scalable
* Easy to manage
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Security Principals
* Entities that the windows security system recognizes

* Foundation for controlling access to securable resources

* Domain and Local

* Domain

* User Accounts

* Computer Accounts

* Groups

* Well-known security principals
* Local

* User Accounts

* Groups



Security Identifier (SID)

* Windows creates automatically a Security Identifier (SID) for each
security principal
* 5-1-5-21-AAA-BBB-CCC-RRR
» Security Identifiers are always unique
* Windows uses Security ldentifier to recognize you
* You can think for SID as Personal ID Number (EGN)



Access Tokens



What is an Access Token?

Nyraccess token cosliziisls irig S2atrfiy
INTormMation oAl OSONISESSIOY

* The system creates an access token when a user logs on

* Every process executed on behalf of the user has a copy
of the token

* The system uses the token to control access to securable
objects



What information contains an Access Token?

* User SID
* Groups Membership SIDs

* Privileges
» System-wide permissions assigned to the logon user account

“*In Windows 2012, Microsoft introduced a new feature Dynamic Access Control
which extends the access token with addition information



Processes, Threads and Access Tokens

Access Token

|
Process\ 7/ VAD / / VAD / / VAD /

Object/ Virtual Address Space Descriptors

Handle Table

- [ object }

—*{ object J

Thread >

Thread >

4' Access Token |
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Demonstration

* How to validate your access token

* You have to logoff and logon again to update the information in your
access token



Security Descriptors (SD) and Access
Control Lists (ACL)



Security Descriptors

e Security Descriptors are data structures of security information
* Who is the owner of this object?
* Who have access to read/write/etc?
* Are parent access rules included yes/no?

e Security Descriptors can be associated with different OS objects
* File System objects
* Registry objects
* Windows Service



Access Control Lists (ACL)

* Objects needing protection are assigned an ACL that includes
 SID of object owner
* List of access control entries (ACEs)

e Each ACE includes a SID and Access Mask

* Access mask could include
* Read, Write, Create, Delete, Modify, etc.

% The Access Mask is different for each type of object (e.g.
File, Printer, Registry etc.



Access Control Lists (ACL) (cont.)

* Discretionary ACL

* Grants or denies access to protected resources such as files, directories,
network shares, shared memory, etc.

* System ACL
* Used for auditing



Access Control Process

$-1-5-21-1085031214-1563985344-725345543-780 R/W
$-1-5-21-1085031214-1563985344-725345543-639 Read

$-1-5-21-1085031214-1563985344-725345543-500 Full

Access Token
S-1-5-21-1085031214-1563985344-725345543-1131
S-1-5-21-1085031214-1563985344-725345543-639
S-1-5-21-1085031214-1563985344-725345543-500

$-1-5-21-1085031214-1563985344-725345543-1139

S-1-5-21-1085031214-1563985344-725345543-639
’ S-1-5-21-1085031214-1563985344-725345543-2184
Access Token

@ $-1-5-21-1085031214-1563985344-725345543-701

$-1-5-21-1085031214-1563985344-725345543-639

$-1-5-21-1085031214-1563985344-725345543-780
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Demonstration

* File System Permissions
* Registry Permissions

% Because of the object nature of Windows, ACLs can be
associated with any object created by NT Object subsystem



Logon Process



Logon Process

Interactive Logon (WinLogo

Network Logon (NetLogon)
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Log on

* The interactive logon process is the first step in user
authentication and authorization.
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Local Security Authority (LSA)

Windows Task Manager g@

[ ]
File Options View Help ¢ Issues Secu rlty access
P Pr Jetworki
Applications | Frocesses | Perfarmance || Metworking to ke n S to a C C O u n t S
Image Mame User Mame CPU | Mem Usage | [ . .
iexplore. PURVI oo 243,696 K [ R bl f f
oo PRI 0 isesk esponsibie Tor entorcing
iexplore. exe PURNT oo 169, 744 K N .
iexplore, PURVI a0 113,772 K | | t |
:Sxfxpp?i:li.iiee PURVI a0 3,304K O C a S e C u r I y p O I Cy
igfxsrvc.exe PURVI i} 4,590 K
ighxtray. PURVI a0 3 B0 L
:gud;l'r'-.f:fexe SYSTEM oo 4, 5;6 K * LS a S S * exe
isamiray.exe PURVI aa 9,264 K
issimsvc, SYSTEM oo 4,408 K d
IIS':;T::SZ.;xEEXE S'I'STEM :ZI:II &,2860 K ° U Se r m O e
TunesHelper,exe PLRVI i} 14,4908 K
iviRegMar.exe SYSTEM i} 2428 K
o SYSTEM o 1k * Key component of the
[dlcsery.exe SYSTEM oo 1,240 K
[dlczerve. SYSTEM a0 1,260 K
see  SysteM 0 sk logon process
|zass,exe SYSTEM 0g ]
lwdvamon. exe PLIRVT (i3} 19804 K dl
[ ] Show processes from all users
Processes: 108 CPU Usage: 5% Commit Charge: 1738M [ 3333M




Network Logon in Workgroup
User  Pass

John P@sswOrd

Workgroup

123456
123456
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Network Logon in Domain

User Pass
John P@sswOrd
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Authentication Protocols

 Authentication Protocols

 Kerberos
e NTLMv2

e Authentication APIs

* Win32 Security Support Provider Interface (SSPI)
* .Net Framework System.Net.Security.NegotiateStream



Local Security Policy



Local Security Policy

* Account Policies
e Password Policy
e Account Lockout Policy

* Local Polices
e Audit Policy
e Users rights assignment
* Security Options

e Application Control Policies
e Other (Firewall/EFS/IPSec)



Local Security Policy (cont.

=% Local Security Policy l=Ja ] x
File Action View Help

o9 1030 X =]

:=J_;| Security Settings = -

4 [ 4 Account Policies

' Password Palicy

‘& Account Leckout Policy
a [4 Local Policies

A4 Audit Policy

=

‘4 User Rights Assignment

=

4 Security Options
4 || Windows Firewall with Advanced Security

L =

Metwork List Manager Policies
> || Public Key Policies
| Software Restriction Policies

4 || Application Control Policies

> E Applocker
g IP Security Policies on Local Computer

4 || Advanced Audit Policy Cenfiguration

a [ System Audit Pelicies - Local Group Palicy Object

Zf Account Logon
= Account Management
Al Detailed Tracking
DS Access
Logen/Logoff
Object Access
> =4 Policy Change
A Privilege Use
1 System
Al Global Object Access Auditing

4 L1

@& Windows Firewall with Advanced Security - Local Group Policy Object

Policy

1) Access Credential Manager as a trusted caller
L) Access this computer from the network

lie) Act as part of the operating system

L) Add workstations to domain

L) Adjust memory quotas for a process

Lzi) Allow leg on locally

1) Allow log on through Remote Desktop Services
1) Back up files and directories

lii) Bypass traverse checking

lis) Change the system time

[z Change the time zone

lig) Create a pagefile

lii) Create a token object

lzi] Create global objects

lii) Create permanent shared ohjects

L) Create symbolic links

L) Debug programs

1) Deny access to this computer from the network
L) Deny log on as a batch job

1) Deny log on as a service

L) Deny log on locally

L) Deny log on through Remote Desktop Services

liz) Enable computer and user accounts to be trusted for delega...

1) Force shutdown from a remote systemn
l:) Generate security audits

L) Impersonate a client after authentication
1) Increase a process working set

1) Increase scheduling priority

o) Load and unload device drivers

1 Lock pages in memary

i) Log on as a batch job

Uil Loa on as a service

Security Setting

Everyone Administrators...

LOCAL SERVICE,METWO...
Guest, Administrators, Us...

Administrators,Remote ...
Administrators,Backup ...

Everyone LOCAL SERVIC...

LOCAL SERVICE, Admini...
LOCAL SERVICE, Admini...

Administrators

LOCAL SERVICE,NETWO...

Administrators
Administrators
Guest

HomeGrouplsers

HomeGrouplsers, Guest

Administrators

LOCAL SERVICE,METWO...
LOCAL SERVICE,NETWO...

Users
Administrators
Administrators

Administrators, Backup ...

T SERVICEMVALL SERVIC...

m
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Group Policy
m

.

v

* Manage user and computer settings
* Enforce IT policies

e Simplify administrative tasks
* Implement security settings
e Can be easily extended



Windows Services and
Service Accounts



What is a Service?

* Long running program that operates in the background
* Designed to require no interactive user intervention
 Similar in concept to a Unix daemon

* Can be configured to start with the operating system



Service startup types

* Automatic

e Automatic (Delayed)
 Manual

 Disable

“*Windows allows you to create dependencies if you want
certain services to start before others.



Service Control Manager (SCM)

* A special system process

e Responsible to interacts with Windows Service processes
* Start
* Stop

* Interacts through a well-defined API



Develop Windows Service (C#)

public class MyService : System.ServiceProcess.ServiceBase

{
public MyService()

{

InitializeComponent();
}
protected override void OnStart(string[] args)
{

//Add code that is executed on start
}
protected override void OnStop()
{

//Add code that is executed on stop
}



Service Accounts

 Windows Services also runs from a context of account and also have
access tokens

e Local or Domain

 Special Accounts
* LocalSystem
* LocalService
* NetworkService



Log On Settings

General | Log On |Recovery Dependencies

Logonas:

(_)Local System account
[ ] Allow service to interact with desktop

(@) This account |schccoum|

Password: SesBsBOBRRRERRN

Qonﬁrm pESSWOTd: SRRRSNORRRRERRN

Help me configure user account log on options.
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User Account Control (UAC)



User Account Control

* How it works: When your consent is required to complete a task, UAC
will prompt you with a dialog box

* Tasks that will trigger a UAC prompt include anything that will affect
the integrity or security of the underlying system

e This is a surprisingly long list of tasks

* UAC works slightly differently with standard user and administrator-
class accounts

* UAC is working only for interactive sessions!



UAC Consent Ul: Type 1

* Prompt: Windows needs your permission to continue

* Why you see this: You attempt to change a potentially dangerous
system setting

your permission to use this program

Device driver software installation
— Microsoft Windows Component Publisher

¥ Details | Allow . Cancel |

If you do not trust the source do not use this program. This program
can potentially harm your computer,




UAC Consent Ul: Type 2

* Prompt: A program needs your permission to continue

* Why you see this: An external application with a valid digital signature
is attempting to run with admin privileges

°
User Account Control stops unauthorized changes to your comput
If you started this program, please continue

‘l‘ MSN Messen qger
A Microso ft Corporation MSH

Provide the password for an administrator account below to contin

o |
'.-E_.L Passw !
=" Log on to: REDMOND
v Details

Submit H Cancel




UAC Consent Ul: Type 3

* Prompt: An unidentified program wants access to your computer
* Why you see this:

* in external application without a valid digital signature is trying to run

)

User Account Contrel stops unauthorized changes to your computer,

The source and purpose of this program are unknown, Don't run the program
unless you have used it before or know where it's from.,

| msidb.exe
I: Unidentified Publisher

< Cancel
Idon't know where this program is from or what it's for,

2 Allow

Itrust this program because I've used it before or I know where it's
from.

> | Details



UAC: What’s really happening

 Administrator accounts logon with a mixed token
* Half of this mixed token is a standard user token

* The other half, the administrator token, is invoked only
when required:
* You can do so manually (run as)

e Automatically (certain tasks in OS are tagged as requiring an
admin token)



DPAPI

* OS service that provides confidentiality of data by using encryption
e Password-based data protection service
* Easy-to-use service

* Two Functions
e CryptProtectData()
e CryptUnprotectData()



Certificate Store

* Physical Stores
* Local machine
* Current user

* Logical Stores
e Personal

e Trusted Root Certification Authorities
e Other



Where you can find resources?

e TechNet
* https://technet.microsoft.com/

* MSDN

* https://msdn.microsoft.com/

* Windows Protocols Specification
* https://msdn.microsoft.com/en-us/library/jj712081.aspx



https://technet.microsoft.com/
https://msdn.microsoft.com/
https://msdn.microsoft.com/en-us/library/jj712081.aspx

Windows Security Model
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